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Amendments to the Claims; 

This listing of claims will replace all prior versions, and listings, of claims in the 
application: 

Listing of Claims; 
Claims 1 to 43 (canceled). 



(a) a plurality of different individual c ontent management tinit that is a data section 
■ir o a including at least any on e of units, at least one of the plurality of different 
content management units including encryptable data corresponding to: 

(i) at least one content file, the content file including at least one of a data file 
reproducible by an inf ormation processing apparatus and a program file 
executable by the information processing apparatus: an d stored in an 
information r e cording m e dium, 

(ii) at least one of a content reproduction section specification file, a content 
reproduction processing progra m file, an application index file, and an 
application execution file ; is set, 

fb) a plurality of different individual unit keys, w h e r e in any one of a data fil e and a 
program file includ e d in each one of said plurality of unit keys associated with at 
least one of the content management um ^units. wherein for at least one of the 
content management units, said encryptable data of said content management unit 
is stor e d as encrypted debased on the an individual u nit key associated with k ey 



(c^ a plurality of instructions which when executed bv the information processing 
a pparatus, cause the information processing apparatus, for one of the plurahty of 
content management units, to: 



Claim 44 (currently amended): An information recording medium 
ation r e cording m e dium comprising: a configuration in which 





s ponding to said content management unit ; and 



(i) determine if the encryptable data of the content management unit is 
encrypted data: and 
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(ii) if the encrvptable data of the conteait management unit is encrypted 
data: 

(A) decrypt the encrypted data of the content management unit 
based on the unit key associated with the content 
management unit: and 

(S) after decrypting the encrypted data of the content 
management unit, cause at least one of: 

(1) the data file of the content management unit to be 
reproduced: and 

(2) the program file of the content management unit to 
be executed . 

Claim 45 (currently amended): The information recording medium according to claim 
44^ wherein at least seme -one of the content management units includes: (i) set in said 
inf^rmnti'^^ r B mrHing m fl diiim ar e units n e t m correspondenc e with encryptable data 
corresponding to t itle information of the content file, and (ii) encryptable data corresponding to 
index information of &e .oaoh piec e of content.file, stor e d in said information r e cording medium 
and wherein, when executed by the information processing apparatus, the pluraUtv of 
instructions cause the information processing apparatus, for one of the plurality of content 
management units, to: (i) cause a selection of said title information and said index information, 
and (ii) determine a unique designated one of the content management mi ^units and a 
designated one of the u nit kev -kevs associated with the designated content management unit 
corresponding ther e to aro dotormin e d b ased o n th e basis of t he selection of said title information 
and said index information. 

Claim 46 (currently amended): The information recording medium according to claim 
45i wherein said title information and said index information are displavable p r e s e ntable t o a 
user. 

Claim 47 (currently amended): The information recording medium according to claim 
44i wherein at least seme -one of the content management units includes sot in said information 
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iflpondonc e with encrvptable data correspondinR 



rocording m e dium are units that ar e s e t i 
to at least one of a plurality of different content reproduction processin g programs program files 
stored in said information recording medium , and wherein, when executed by the i nformation 
processing apparatus, the plurality of instructions cause the information processing aT)paratus, for 
one of the plurality of content management units, to: (i) cause a selection of one o f the plurality 
of content reproduction processing program files to be executed by the information processing 
apparatus, (ii^ determine a designated one of the ^ HH^ue-content management units u ait-and a 
designated one of the u nit key -kevs associated with said designated content management unit 
based corresponding ther e to ar e determin e d on th e basis of t he selection determination of said 
plurality of content reproduction processin g program file- 
reproducing apparatus on which said information recording medium io load e d . 



Claim 48 (currently amended): The information recording medium according to claim 
44i wherein at least s^ae -one o f the content management units sot in said information r e cording 
mftHinm .nrn ntiitr. thnt are n e t in corroapondonc e with i ncludes encrvptable data corresponding to 
at least one of a plurality of different c ontent reproduction section specification file s stored in 
said information recording medium , and wherein, when executed by the information processing 
apparatus, the plurality of instructions cause the information processing apparatus, for one of the 
plurality of content management units, to: (i) cause a selection of one of the plurality of content 
reproduction section specification files to be executed by the information processing apparatus, 
and (ii) determine a imique designated one of the content management iffiit-units_and a 
designated one of the u nit key ^keys associated with said designated content management unit 
based corresponding th e r e to are det e rmin e d on the selection b asis-of said content reproduction 
section specification fil e solootod by said content reproduction prooosaing program to b e 
execut e d on a r e producing apparatus on which said information rocording medium is loaded . 



Claim 49 (currently amended): The information recording medium according to claim 
44^ wherein at least seme -one of the content management units set in said information recording 
windinm nr a iinitr. that are set in corr e spondence with i ncludes encryptable data corresponding to 
at least one of a plurality of different c lip files , the plurality of clip files including that are a 
plurality of content real data storage file s stored in odd information rocording medium , and 
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wherein, when executed bv the infonnation processing apparatus, the plura lity of instructions 
cause the information processing apparatus, for one of the plurality of c ontent management units, 
to: (i) cause a selection of one of the plurality of clip files to be reproduced by the information 
processing apparatus, and (ii) determine a miqae- designated one of the content management u^ 
units and a designated one of the u nit key -keys associated with the d esignated content 
management unit based corresponding th e reto are d e t e rmin e d on the selection of the b asis of a 
roproduotion clip fil e Golootod by oaid content reproduction proceasing program to bo oxoout e d 
on a r e producing apparatus on which said information recording m e dium is loaded . 

Claim 50 (currently amended): The information recording medium according to claim 44 
wherein at least one of the content management units includes sot in said information r e cording 
modiimi includ e: 

a first unit including the at least one content file roal data stor e d in said information 
recording mediu m , said first unit being encrypted based on a first one of the unit keys ; and 

a second unit not including cont e nt real data but i ncluding at least one of the a a 
application execution fil e and the corresponding to an application index file ^ stored in said 
information recording medium; said first unit and said second unit being i noluditig at least on e of 
a data file and a prograffl-file-encrypted bv -based on a second, d ifferent one of the u nit keys. 

Claim 51 (currently amended): The information recording medium according to claim 
44^ wherein at least one of the at least some of content management units sot in said information 
r n rnrHing mnHiiim nr e configured OS ttEttts -includes encryptable data corresponding to: the 
including an application execution file and the a -content reproduction processing program 
file storod in said information recording m e dium . 

Claim 52 (ciurently amended): The information recording medium according to claim 
44^ wherein at least one of the at least some of content management units sot in said infonnation 
rnrnrrling Tn pi flinm nrn r.nnfigiirod an units including an i ncludes encryptable data corresponding 
to: the application execution file, the aK;ontent reproduction processing file, and an apphcation 
resource file associated with for us e in t he execution of said application execution fil e stor e d in 
said infonnation recording m e dium . 
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Claim 53 (currently amended): The information recording medium according to claim 
44^ wherein at least one s eme-of the content management units sot in said information recording 
mftHiiim nr fi mnfigurod an units including i ncludes encryptable data corresponding to: the a 
content reproduction section specification file, an AV stream file corresponding to real data of 
the as-content real data file to be referenced firom said content reproduction section specification 
file, the a n-application execution file, and an application resource file associated with for us e in 
the execution of said application execution file stored in said information recording m e dium . 

Claim 54 (currently amended): The information recording medium according to claim 
44i which includes w herein a management table associated with the plurality of the content 
management units, wherein for each one of the content management units, the management table 
includes in which unit setting unit information, content management unit identification 
information, and unit key identification information associated with are related with oaoh other 
as information forming e ach of -said content management imi t is stored . 

Claim 55 (currently amended): The information recording medium according to claim 
44^ which includes w her e in said information r e cording medium stor e s a status management table 
associated with the plurality of the content management units, wherein for each one of the 
content management units, the status management table includes i n which status information for 
said content management unit, said status information being indicative of whether e ach of said 
content management unit has u nits is in n etwork independent status or network associated status 

Claim 56 (currently amended): The information recording medium according to claim 
5544^ wherein , for each one of the content management units, said status management table 
includes s teres-at least initial status information for said e f^aeh-content management unit. 

Claim 57 (currently amended): The information recording medium according to claim 
5544, wherei n, for each one of the content management units, said status management table 
includes s tefefr-initial status information and current status information for said of each content 
management unit. 
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Claim 58 (currently amended): The information recording medium according to claim 
44i which includes a content use management information table associated with the plurality of 
the content management units, w herei n, for each one of the content management units, the 
content use management information table includes s t^mg-restriction information associated 
with content use for said e adi-content management uni t is otor e d . 

Claim 59 (currently amended): The information recording medium according to claim 
58i wherei n, for each one of the content management imits, said restriction information 
associated with content use for said content management unit indicates c ont e nt us e manag e m e nt 
information table records ugo r e striction information indicativ e w hether said content 
management unit is-ia -has n etwork independent status or network associated status. 

Claim 60 (currently amended): The information recording medium according to claim 
58i wherei n, for each one of the content management units, said content use management 
mformation table includes h as-information for indicating i ndicative t hat content is subject to 
control based on on the basis of ext e rnally obtainabl e operation control information. 

Claim 61 (currently amended): The information recording medium according to claim 
60i wherein said content use management information table includes information for specifying a 
server from which f or obtaining said operation control informatio n is obtainable . 



Claim 62 (currently amended): The information recording medium according to claim 
44i which includes at least one of: (i) w herein oaid information r e cording m e dium stores copy 
processing content for copy processing in addition to the content files of the content management 
units: and e^ -di) streaming reproduction content for streaming reproduction in addition to tiie 
content files of the content management unitst 



Claim 63 (currently amended): The information recording medium according to claim 
62^ wherein the content file is associated with a first data format, said copy processing content 
i -is associated with a second data format, and the streaming reproduction 
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content or str o aming roproduction has is associated with a third data format, the second data 
format and the third data format being different than the first data forma t than that of said 
original content . 

Claim 64 (currently amended): An information processing apparatus for e x e cuting 
roproduction of cont e nt stored in an information r e cording m e dium, comprising: 
(a) a imit key acquisition section configured to: 

(i) identify f or identifying a content management unit firom a plurality of 
different, individual content management units i ncluding a data area 
s o lootod for roproduction or e xecution firom content or a program stored in 
an SMtd-information recording medium , at least one of the plurality of 
content management units including encrvptable data corresponding to: 
(A) at least one content file, the content file including at least one of a 

data file reproducible by the information processing apparatus and 
a program file executable by the information processing apparatus: 
and 

rB) at least one of a content reproduction section specification file, a 
content reproduction processing program file, an application index 
file, and an appUcation execution file: and 

(ii) so as to acquire a designated unit key from a plurality of different, 
individual unit keys, each one of the plurality of unit keys being associated 
with at least one of the plurality of content management units, wherein for 
corr e sponding to t he identified content management uni t, the encryptable 
data of said identified content management unit is encrypted based on the 
acquired designated unit key associated with the identified content 
management unit : and 

Co) a data processing section configured to execute a plurahty of instructions, wherein 
when executed by the data processing section, the plurality of instructions cause 
the data processing section to operate with the unit key acquisition section to: 
(i) identify one of the content management units fi-om the plurality of content 
management units: 
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(ii'l determine if the encrvptable data of the identified content management 

unit is encrypted data: and 
(iii) if the encrvptable data of the identified content management unit is 

encrypted data: 



acquired u nit ke v associated with the identified content 
management uni t Goloctod by paid unit key acquisition oectioni and 
(B) after decrypting the encrypted data of the identified content 
management unit, cause at least one of: 

(1) the data file of the content management unit to be 
reproduced: and 

(2) the program file of the content management unit to be 
executed . 



Claim 65 (currently amended): The information processing apparatus according to claim 
64^ wherein said unit key acquisition section is configured toiii) detect a switch firom a first 
content management unit to a second, different c ontent management unit, and (ii) if the switch is 
detected, acquire the unit kev associated with the second, different conten t management unit 
switching b ased on the basis of a management table , the management table including in which 
unit setting unit informatio n for each of the plurality of content management units , content 
management unit identification informatio n for each of the pltirality of content management 
units, and unit key identification information associated with each of the plurality of content 
management unit s aro relat e d with oach othca: and, in aooordonoe with th e detootod information, 
oxooute applicabl e unit key ohongo processing . 

Claim 66 (currently amended): The information processing apparatus according to claim 
44-64, fiirther comprising: 

a renewal key information block processing section configured to decrypt for ex e cuting 
said unit koy acquisition processing by doorypting a renewal key information bloc k to obtain a 
media key, the decryption based on that may bo prooossod only with a device k ev associated 




icrypted data includ e d in of_said 
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with storod in an information proc e Gsing apparatus having a legal content use right of the 
information processing apparatus, said device k ey being associated with sot in correspond e nc e 
with said identified c ontent management unit. 

Claim 67 (ciirrently amended): The information processing apparatus according to claim 
44-66, wherein said renewal key information block processing section is configured to acquire 
the device key via communication with at least one of: a cquires firom an information recording 
medium^_fflid.-ef-a networked server. 

Claim 68 (currently amended): The information processing apparatus according to claim 
64i further comprising: 

an authentication processing section configured to execute a plurality of instructions, 
wherein when executed by the authentication processing section, the plurality of instructions 
cause the authentication processing section to operate with the data processing section and the 
unit key acquisition section to authenticate for executing auth e ntication processing with a 
networked serve r: and^ 

wherein, upon successfiil authenticatio n of the networked server, the plurality of 
instructions when executed by at least one of said unit key acquisition section and said data 
processing section, cause at least one of said unit key acquisition section ^ ^and said data 
processing section to acquire at least one of: (i) acquir e s information n e cessary for content 
reproduction includia g -one of the a r-unit key -keys from said networked server: and (ii) one of a 
plurality of content use conditions firom said networked server. 

Claim 69 (currently amended): The information processing apparatus according to claim 
64i further comprising: 

a renewal key information block processing section configured to execute a plurality of 
instructions, wherein when executed by the renewal key information block processing section, 
the plurality of instructions cause the renewal key information block processing section to 
decrypt a renewal key information block to acquire for acquiriH g-an authentication key for 
authenticating t o be appli e d to auth e ntication proc e ssing with a networked serve r, the decryption 
of the by d e crypting a r enewal key information block being based on t hat may be proc e ss e d only 
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wift-a device k ey associated with one of sot in cotroapondcnco with said content management 
units m it-and stored in an information proc e ssmg apparatus having a legal content use right_of 
the information processing apparatus ; and 

an authentication processing section configured to execute a plurality of instructions, 
wherein when executed bv the authentication processing section, the plurality o f instructions 
cause the authentication processing section to operate with the data processing section and the 
unit key acquisition section to authenticate the networked for authenticating a server based on by 
applying t he authentication key acquired from o btainod by th e processing by said renewal key 
iirformation bloc k proc e ssing s e ction ; 

wherein, upon successful authenticatio n of the networked server, the plurality of 
instructions when executed by at least one of said unit key acquisition section e ^and said data 
processing sectio n, cause at least one of said unit key acquisition section and said data processing 
section to acquire at least one of: acquires information neceooory for cont e nt reproduction 
including a one of the u nit key -keys from said networked serve r; and (ii) one of a plurality of 
content use conditions from said networked server . 

Claim 70 (currently amended): The information processing apparatus according to claim 

64^ wherein when executed by the data processing section, the plurality of instructions cause s aid 
data processing section to: (i) determine det e rmin e s whether said content management unit has_is 
in-network independent status or network associated status; and (ii) e x e cutes cause the 
decryption of the content file of said content management tmit based on the determinationu se 
control in accordance with a d e cision . 

Claim 71 (currently amended): The information processing apparatus according to claim 
70^ wherein said data processing section causes the decryption of the content file based on u se 
control is executed on the basis of a content use management information table which stores 
steHHg-confrol information associated with «se-ef-each said content management unit. 

Claim 72 (currently amended): The information processing apparatus according to claim 
64^ wherein when executed by the data processing section, the plurality of instructions cause said 
data processing section to: (i) receive r e c e iv e s operation control information corresponding to ^ 
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least one of the content files of the plurality of content management units stored in said 
information recording medium; an d (ii) for at least one of the content management units, hi 
accordance with control b ased on the received operation control informatio n corresponding to 
the at least one content file of said content management unit , cause at least one of: (A) the data 
file of said content management unit to be reproduced: and (2) the program file of said content 
management unit to be executed r oproducos or copi e s said cont e nt stored in said information 
recording medium . 

Claim 73 (currently amended): The information processing apparatus according to claim 
64^ wherein when executed by the data processing section, the plurality of instructions cause said 
data processing section to: (i) notify n otifies a networked server of at least one of: an user 
identifier, an information processing apparatus identifier, and an information recording medium 
identifie r: (ii) receive , r e c e ives operation control information corr e sponding to th e notifi e d 
identifi e r firom said networked serve r based on the identifier notified to the networked server, 
an d (iii) , in accordanc e with control based on the received operation control information, cause at 
least one of: (A) the data file of at least one of the content management units to be reproduced: 
and (2^ the program file of at least one of the content management units to be 
executed r oproduo e s or copi e s cont e nt stored in said information r e cording m e dium . 

Claim 74 (currently amended): An information processing method for reproducing or 
executing at least one c ontent or executing a program file stored in an information recording 
medium, said method comprising: 

(a) providing a plurality of different, individual content management units, at least 
one of the content management units including encrypted data corresponding to: 

(i) the at least one content file, the content file including at least one of a data 
file reproducible by an information processing apparatus and a program 
file executable by the information processing apparatus; and 

(ii) at least one of a content reproduction section specification file, a content 
reproduction processing program file, an application index file, and an 
application execution file: and 
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(b) causing a processor to execute a plurality of instructions to operate with the 
information processing apparatus to: 

(i) identify one of the i dontifsdng a content management aa ^units from the 
plurality of content management units i noluding a data area oel e ct e d for 
reproduction or e xecution from said cont e nt or said program otor e d in said 
information recording m e dium ; 

(ii ) determine if the identified content management unit includes the 
encrypted data: and 

(iii^ if the identified content management unit includes the encrypted data: 

(A) selecting selecLa unit key from a plurality of different, individual 
units keys, each one of the plurality of imit keys being associated 
with at least one of the plurality of content management units, the 
selected unit key c orresponding to the identified content 
management unit; and 

(B) decrypt the decrypting encrypted data of includ e d in said identified 
content management unit te -based on p e rform cont e nt reproduction 
processing and program ex e cution proc e ssing us e of t he selected 
unit ke y: and 

(C) after decrypting the encrypted data of the identified content 
management unit, cause at least one of: 

(1) the data file of the content management imit to be 
reproduced: and 

(2) the program file of the content management unit to be 
executed . 

Claim 75 (currentiy amended): The information processing method according to claim 
74 . which includes causing the processor to execute the pluraUty of instructions to operate with 
the information processing apparatus to fiirthor comprising : (i) detecting detect a switch from a 
first content management unit to a second, different content management uni t, and (ii) if the 
switch is detected, acquire the individual unit key associated with the second, different content 
management unit switching b ased o n the baoia of a management tabl e, the management table 
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including in which u nit setting unit information for each of the plurality of content management 
units, content management unit identification informatio n for each of the plurality of content 
management units, and unit key identification information associated with each o f the plurality 
of content management units aro related with oaoh other and, in accordanco with tho d e t e ct e d 
information, ex e cuting apphcabl o unit k e y chang e proc e ssing . 

Claim 76 (currently amended): The information processing method according to claim 
7 4. which includes further comprioing : 

causing the processor to execute the pluraUty of instructions to operate with the 
information processing apparatus to decrypt executing unit key acquisition proc e ssing by 
decrypting a renewal key information block to obtain a media key, the decryption based on fe at 
may b e proccaGed only with a device k ey stored in associated with an information prooessmg 
apparatuD having a legal content use right of the information processing apparatus , said device 
key being associated set in correspond e nce w ith said content management unit. 

Claim 77 (currently amended): The information processing method according to claim 
74. which includes causing the processor to execute the plurality of instructions to operate with 
the information processing apparatus to w horoin said ronowal key information block acquir e s fe e 
device key via communication wife fe em-an information recording medium or a networked 
server. 

Claim 78 (currently amended): The information processing mefeod according to claim 
7 4. which includes fiirfeor comprising : 

causing fee processor to execute the plurality of instructions to operate wife the 
information processing apparatus to: (a) execute executing authentication processing with a 
networked server, and (b) upon successful authenticatio n of the networked server , acquiring 
acquire i nformation necessary for content reproduction including a unit key from said networked 
serve r, the acquired information including at least one of: (i) one of the unit keys: and (ii) one of 
a plurality of content use conditions . 
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Claim 79 (currently amended): The information processing method according to claim 
7 4. which includes causing the processor to execute the plurality of instructions to operate with 
the information processing apparatus to further comprising : 

(a) acquire acquiring an authentication key to decrypt b o appli e d to authentication 
procossing with a networked server by d e crypting a renewal key information 
block in association with that may b e proc e ssed only with a media k e y, the media 
key associated set in correspond e nc e w ith said content management unit and 
stored in an information proc e ssing apparatus having a legal content use right_of 
the informatio n processing apparatus; 

(b) authenticate authenticating a networked server based on b y applying t he 
authentication key obtained from decrypting b y the proooooing by said renewal 
key information bloc k processing s e ction ; and 

(c) upon successful authentication of the networked server, acquire acquiring 
information necessary for content reproduction from said networked server, the 
acquired information i ncluding at least one of: (i) one of the a -imit keysk e y; and 
fii) one of a plurality of content use conditions from said s e rv e r, upon succ e ssful 

Claim 80 (currently amended): The information processing method according to claim 
74 . which includes causing the processor to execute the plurality of instructions to operate with 
the information processing apparatus to fiirthor comprising : 

(a) determine d e termining w hether said content management unit has i fr4H-network 

independent status or network associated status; and 
(h) control executing content use based on the determinatio nc ontrol in accordanc e 
with a d e cision . 

Claim 81 (currently amended): The information processing method according to claim 
80^ wherein said content use control is based on execut e d on the basis of a content use 
management information table which stores storing control information associated with us e- of 
each said content management unit. 
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Claim 82 (currently amended): The information processing method according to claim 
7 4. which includes causing the processor to execute the plurality of instructions to operate with 
the information processing apparatus to further comprising : 

(a) receive r ec e iving operation control information from a networked server, the 
operation control information c orresponding to at least one of the c ontent files of 
the plurality of management units: stored in said information recording m edaata 
from a networked serv e r and 

(b) . in accordance with control b ased on the received operation control information, 
cause at least one of: (1) the data file of r eproducing or copying said content 
management unit to be reproduced or copied: and (2) the program file of the 
content management unit to be executed or copie d stored in said information 
recording medium . 

Claim 83 (currently amended): The information processing method according to claim 
7 4. which includes causing the processor to execute the plurality of instructions to operate with 
the information processing apparatus to fiirther comprising : 

(a) transmit n otifying a n e tworked s e rver of at least one of an user identifier, m 
information processing apparatus identifier, and an information recording medium 
identifie r to a networked server: 
(h) receive r eceiving operation conti-ol information from the network server based on 
corr e sponding to t he at least one n otifi e d identifier transmitted to fr em-said 
networked server; and^ 

(c) r eproducing or copying cont e nt stored in said information recording medium in 
accordance with contirol b ased on the received operation control information^ 
cause at least one of: d) the data file of said content management unit to be 
reproduced or copied: and (2) the program file of the content management unit to 
be executed or copied . 
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Claim 84 (currently amended): An information processing apparatus comt>rising:A 
computer program for reproducing content or e xoouting a program stored in an information 
recording medium , comprising: 

a processor; and 

a memory device which stores: 

(a) data corresponding to a plurality of content management units, at least one 
of said content management units including encrypted data corresponding 
to: 

(i) the at least one content file, the content file including at least one 
of a data file reproducible bv an information processing apparatus 
and a program file executable bv the information processing 

apparatus: and 

(ii) at least one of a content reproduction section specification file, a 
content reproduction processing program file, an application index 
file, and an application execution file: and 

(b) a plurality of instructions, which when executed bv the processor, cause 
the processor to: 

(i) identify one of the idcntifsdng a content management uait -units 
from the plurality of content management units including a data 
area s e lect e d for r e production or execution fi-om said content or 
said program stor e d in said information recording m e dium ; 

(ii) determine if the identified content management unit includes the 
encrypted data: and 

(Hi) if the identified content management unit includes the encrypted 
data: 

(A) select sel e cting a unit key from a plurality of units keys, the 
selected unit key corresponding to the identified content 
management uni t, each one of the plurality of different unit 
keys being associated with at least one of the plurality of 
different content management units : aad 
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CB) decrypt the d e crypting encrypted data of_H 



-said 



identified content management unit based on t o e x e cute 
content r e production procossing or program execution 
proc e ssing by us e of t he selected unit ke v: and 
(O after decrypting the encrypted data of the identified content 
management imit. cause at least one of: 

(1) the data file of the content management unit to be 
reproduced: and 

(2) the program file of the content management unit to 
be executed . 



Claim 85 (currently amended): A seryer in communication with for providing a unit key 

to bo applied to d e cryption of content to a reproducing apparatus for reproducing content stor e d 
in on information recording medium , said seryer c omprising: 

a processor; 

an authentication processing section: and 
a memory device which stores: 

(a) a databas e storing a plurality of u nit kev -keys. each of the unit keys corresponding 



to at least one of a plurality of c ontent management unitsuai t. the plurality of 



content management units being stored by an information recording medium 
operable with the reproducing apparatus, at least one of said content management 
units including encrypted data corresponding to: 

(i) the at least one content file, the content file including at least one of a data 

file reproducible by the reproducible apparatus and a program file 

executable by the reproducible apparatus: and 
(ii^ at least one of a content reproduction section specification file, a content 

reproduction processing program file, an appUcation index file, and an 

a pplication execution file : and 
(b) a plurality of instructions, which when executed by the processor, cause the 
processor to operate with the a a-authentication processing section toi 
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(i) authenticate for authontioating said reproducing apparatu s based on an 
authentication key; and 

(ii) a data proc e ooing section for providing said unit k e y u pon successful 
authentication of the reproducing apparatus, provide a designated one of 
the unit keys to said reproducing apparatus, the designated unit key 
corresponding to a desipiated one of the content management unitsi a-satd 
nnthantication processing sectio n , wherein the encrypted data of said 
designated content management unit is decryptable based on the 
designated unit key to cause at least one of: (A) the reproducing apparatus 
to reproduce the data file of the content management unit: and CB) the 
reproducing apparatus to execute the program file of the content 
management unit . 

Claim 86 (currently amended): The server according to claim 85 further comprising: 
an authentication key database storing a plurality of different authentication keys: and 
a renewal key information block database which stores s t^ig-a renewal key information 
block associated with fc at may bo procosood only with a koy stored in an information prooosoing 
apparatus having a legal content use right and holds an one of the authentication key-keys for 
authenticating the reproducing apparatus authontication processing as e ncrypted information, _ttig 
renewal key information block being encrypted based on a device key asso ciated with a legal 
content use right of the reproducing apparatus, ^ ajfid 

an auth e ntication k e y databas e storing said authentication k e y; 

wherein when executed bv the processor, the plurality of instructions cause the processor 
to operate with the authentication processing section to said authentication processing s e ction 
provides p rovide said renewal key information block to the ar-reproducing apparatus,_such that 
the reproducing apparatus executes content reproduction and executes authentication processing 
based on b y applying ti ie authentication key received acquir e d firom said authentication key 
database. 
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